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Can you spot the
(Deep) Fake?

Which person do you think is not real?

A B

Does the EU AI Act sufficiently protect users of social media platforms against deepfake misinformation?
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“The threat of deepfakes [...] comes not from the technology used to create

it, but from people’s natural inclination to believe what they see, and as a

result deepfakes [...] do not need to be particularly advanced or believable

in order to be effective in spreading mis/dis information.”
Homeland Security: Increasing threats of Deepfake Identities

Deepfakes categorized in the Eu AI Act

Since Deepfakes only

fall into the “limited

Risk” Category, they

need to conform to the

transparency

regulations of the EU Ai

Act, Informing viewers

of the Deepfake, that it

was AI generated

5,24 Billion Users on All Social
media Platforms

The Average user of
Social Media ...

... Visits around 7 different social platforms per month

... spends on average 2 hours and 23 minutes per day on
Social media, with Users between the ages of 16-24
spending an average of 3 hours and 38 minutes 

Conclusion
while Social media platforms have already begun introducing labels,

that mark Ai-generated content as not real, those labels are in some

cases hard to find when posting and inconsistently available across

apps and websites. however, social media platforms and the Eu ai act  

currently can only do so much. therefor it is important for users of

these platforms to be aware that the post they are seeing may not be

real and can actively spot Deepfakes

What do Social Media Platforms do to combat
AI-generated Content?

Facebook

Only has an AI-labelling option on mobile devices and not when using a

browser

YouTube

Has a yes/no option for if the content was altered to a point, that the shown

footage never actually happened. Only in the fine print is AI mentioned.

WhatsApp

No AI-Label when sharing Media in Chats or when posting a status.

Instagram

Only has an AI-labelling option on mobile devices and not when using a

browser

TikTok

Has an AI-Lable setting for posted content both in the app and website,

however you have to click one “show more” button in the posts settings

first.
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Real-time deepfakes manipulated Media
can be used to imitate Voices in

order to scam people over the

phone, pretending to be a friend or

relative

can be used to Lip-sync new Audio

to pre-exisiting Videos, putting

words in peoples mouth they have

never said, or Face-swapping them

with another person, putting them

at a time and place, they´ve never

been

Ai Labels

The Eu ai acts Regulations

regarding deepfakes don´t

fully come into effect until

2026. Social Media platforms

have time until then to

introduce a labelling option

for Ai-generated or ai-altered

content, in order to inform the

users that the post they are

seeing is not real.

in order to spot a deepfake in the expanse of social

media, look out for:

Unnatural facial expressions

awkward facial-feature positioning

a lack of emotion

unnatural body movement

Inconsistent Hair or teeth

inconsistent or unnatural background

blurring or misalignment of facial-features or body parts

inconsistent Audio and noise
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